A Practical Guide to GDPR

A Practical Guide to GDPR
©2018 By David Cauchi
ISBN Paperback: 9781912651306
ISBN eBook: 9781912651313
The moral right of David Cauchi to be identified as the authors of this work has
been asserted in accordance with the Copyright, Designs and Patents Act 1988.
All Rights Reserved. Reproduction of any part of this publication without written
permission of ITSM Shop Ltd is prohibited.
ITSM Press is the wholly owned publishing imprint of ITSM Shop Ltd.
Whilst all care and attention has been taken to compose this publication, neither
the publisher, nor the author, nor the editor can accept any liability for any loss or
damage caused by any possible errors and/or incompleteness in this publication.
Other ITSM Press Publications:
A Concise Introduction to ISO 14001:2015
A Concise Introduction to GDPR
A Concise Introduction to ISO/IEC 27001:2013
Service Management: It’s All About the People
PM4A: Project Management for All
ITSM Shop Ltd
95 Duxford Road, Whittlesford, Cambs, CB22 4NJ, UK
+44 (0) 3333 445 286
customerservices@itsmshop.co.uk
www.itsmshop.co.uk/

Table of contents
1. Introduction
2. What is covered by GDPR?
3. Wider scope of application
4. Controllers and Processors – their roles and relationship
5. Consent
6. Other legal criteria for processing
7. Principles
8. Data subjects’ rights
9. Processing for marketing purposes
10. Automated decisions and profiling
11. Data Protection Officer
12. Security
13. Record-keeping and Accountability
14. Data breach notification
15. Data protection impact assessment
16. Transborder data flows
17. Main establishment and consistency
18. Enforcement and remedies
19. Conclusion
Author

5.
Consent
Lot of emphasis is being put on consent as a legal basis to process personal data.
However, it should be clarified at the outset that consent, albeit being amplified in
the GDPR, is only one of the options and not the only one. Other possible options
for processing will be dealt with in section 6 of this guide.
The GDPR lays down prescriptive rules on the elements that a valid consent should
have. Consent should be a freely given, specific, informed and unambiguous
indication of the data subject which denotes agreement to the processing of
personal data relating to him or her. Such consent is to be given by means of a
statement or clear affirmative action. An individual has the right to withdraw
consent at any time.
Consent Do’s









Offer a genuine choice
Clearly distinguish consent from other matters
Use clear and plain language
Be able to demonstrate consent
Give a detailed and granular choice for different purposes
Put the data subject in control
Provide a concise and layered notice
Allow individuals to reconsider or refresh their choices through a privacy
dashboard
 Facilitate withdrawal of consent

Consent Don’ts
 Silence and inactivity
 Pre-ticked boxes
 Power imbalance (e.g. where it is clear that disadvantaged position for
individuals)
 Consent tied up to a contract or conditions
 Consent for mandatory processing
 Consent based on incentives or adverse consequences
 Bundled consent for various purposes
 Ambiguous or unclear information
 Tiring and disruptive notices

Example 5.1 - Consent wording
‘By accepting our terms and conditions you are granting your unconditional and
irrevocable consent to the processing of your personal data, including possible
disclosure to third parties…’
The example given above clearly lacks the elements of a valid consent and contains
most of the possible pitfalls that controllers should avoid when obtaining consent
under GDPR.
5.2. Explicit consent
There are situations where the GDPR requires such consent to be explicit in order
to legitimise the processing of personal data. This occurs when processing involves
serious risks for data subjects or where a high level of control is necessary. Where
consent is used as a basis to process special categories of personal data, to carry
out international transfers or for automated decision making and profiling, such
consent has to be explicit. In these cases, consent should be obtained separately
and distinctly from other processing operations.
5.3. Consent for children
The GDPR makes special provisions for children’s consent when acceding to
information society services. The law requires a child to be at least 16 years of age
in order to be capable to give consent for such services, without any parental
intervention. However, the GDPR allows Members States to lower such age to a
minimum of 13 years. For other situations involving children’s consent, the
applicable national provisions establishing the age of consent will have to be
considered.
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